


Who uses Caristix?



Integration Team Journey
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https://hl7-definition.caristix.com/v2/IHEFRANCEPAMV2.5/TriggerEvents


Interoperability & Cybersecurity
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Before – The Fortress Approach



A Brand New World

Growing number of systems

Regional and national systems

Work from home

Ransomware groups



After – The Community Approach
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Data Breaches – A few stats (USA)

• $6000B in cost over 10 years

• 30% are from hospitals

• Only 20-40% of breaches reported

• In 2020 only, health system vendors 

exposed 12M patient files
– 1 person out of 10 had its personal data potentially 

breached

– Value of $150/patient file
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Data Breaches – A few stats (France)

• In Nov 2020, 490K clinical staff 

and patient profiles were revealed

exposed from around 30 different

laboratories
– Value of $1,000/physician file

Patient file contains:

• Name

• Phone numbers

• Postal address

Patient file may contain:

• SSN

• Date of birth

• Blood type

• General Practitioner

• Insurer

• Treatments

• HIV status

• Pregnancy test results
Sources: InfoSecurity Magazine, Libération, Zataz

https://www.infosecurity-magazine.com/news/500k-french-medical-records-leaked/#:~:text=The%20security%20incident%20comes%20after,attack%20were%20usernames%20and%20passwords.
https://www.liberation.fr/checknews/les-informations-confidentielles-de-500-000-patients-francais-derobees-a-des-laboratoires-medicaux-et-diffusees-en-ligne-20210223_VO6W6J6IUVATZD4VOVNDLTDZBU/
https://www.zataz.com/donnees-de-medecins-francais-vendues-pour-1-000/


Some Solutions - Technology

• Avoid storing PHI when possible

– HIPAA defines clearly what is PHI

– What data do you need?

– FHIR API could be an option
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Some Solutions - Policy

• Document and implement 

strong operation procedures

– Password management

– Network security configuration

– Access and privileges

– Data Archiving

• Develop a cyber breach

response plan
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Some Solutions - People

• Everyone should be involved

– Manage security as a product feature

– Security and security management should be part of

your product roadmap

– Cloud vs. On-premises



Is your organization 

part of the negligent 

ones?


